
Q. No Question Correct Ans Option1 Option2 Option3 Option4

1 A single, common key is used to encrypt and decrypt the 

message in __________

Symmetric-Key Encription Anti-Forensics Swap Partition Public-Key Encryption Symmetric-Key Encription

2 What category of software is designed to cause detriment 

to your computer?

Malware Bugs Malware Systems software Network snakes

3 What is it called when someone changes the FROM 

section of an email so that the message you receive 

appears to come from a person other than the one who 

sent it?

Spoofing Spoofing DoS Spam Trapper

4 What program would you use to gain administrative rights 

to someone's computer?

Rootkit Bot Executive Android Rootkit Trojan horse

5 Which are the sections of IT Act is applicable for Cyber 

pornography?

67, 67A, 67B 66, 66A, 66B 67, 67A, 67B 67, 67C, 67D 68, 68A, 68B

6 Degausser is used for ……. To wipe data in a SATA hard 

disk

To wipe data from CDs/DVDs To wipe data from thumb 

drives

To wipe data in a SATA hard 

disk

To wipe data from memory 

cards

7 __________ is the protocol that supports linking from one 

web page to another page.

HTTP HTML IP HTTP FTP

8 The first part of a complete URL is the __________ needed 

to access the web resource.

protocol address name location protocol

9 The browser’s __________ keeps a list of web pages you 

have visited during the current session.

history history Cache memory favourites trail

10 Which of the following are Hybrid clouds properties and 

benefits?

It provides secure virtualised 

environment so that sensitive 

data can be processed in 

public cloud

It combines different cloud 

services models

It combines company's legacy 

non-cloud infrastructure and 

cloud based services

It combines private cloud 

services and services run in 

community cloud

It provides secure virtualised 

environment so that sensitive 

data can be processed in 

public cloud

11 ________ describes a cloud service that can only be 

accessed by a limited amount of people.

Private cloud Data center Private cloud Virtualisation Public cloud

12 ________ describes a distribution model in which 

applications are hosted by a service provider and made 

available to users.

Software-as-a-Service (SaaS) Infrastructure-as-a-Service 

(IaaS)

Platform-as-a-Service (PaaS) Software-as-a-Service (SaaS) Cloud service

13 _________ is the feature of cloud computing that allows 

the service to change in size or volume in order to meet a 

user’s needs.

Scalability Scalability Virtualisation Security Cost-savings

14 All cloud computing applications suffer from the inherent 

_______ that is intrinsic in their WAN connectivity.

Latency Propagation Latency Noise Sound

15 Cloud computing is a _______ system and it is necessarily 

unidirectional in nature.

Stateless Stateless Stateful Reliable Corrupt



Q. No Question Correct Ans Option1 Option2 Option3 Option4

16 In Linux “Dotfiles” are: Hidden files Hidden files Driver file System files Library files

17 What layer in the TCP/IP stack is equivalent to the 

Transport layer of the OSI model?

Host to host Application Host to host Internet Network Access

18 You want to implement a mechanism that automates the 

IP configuration, including IP address, subnet mask, 

default gateway, and DNS information. Which protocol will 

you use to accomplish this?

DHCP SMTP SNMP DHCP ARP

19 Which of the following protocols uses both TCP and UDP? DNS FTP SMTP Telnet DNS

20 Length of Port address in TCP/IP is _________ 16 bit long 4 bit long 16 bit long 32 bit long 8 bit long

21 How many levels of addressing is provided in TCP/IP 

protocol?

Four One Two Three Four

22 A device operating at network layer is called ____ Router Router Equaliser Bridge Repeater

23 An intrusion detection system (IDS) can be used to 

monitor and filter network traffic. From the viewpoint of 

detection, which main IDS types can be distinguished?

Signature-based and 

knowledge-based

Anomaly-based and heuristic-

based

Anomaly-based and behaviour-

based

Signature-based and 

knowledge-based

Behaviour-based and 

knowledge-based

24 IT Act 2000 amended various sections of the following Acts 

EXCEPT?

Cable Television Networks 

(Regulation) Act, 1995

Indian Penal Code 1860 Reserve Bank of India Act 

1934

Indian Evidence Act 1872 & 

Bankers Book Evidence Act 

1891

Cable Television Networks 

(Regulation) Act, 1995

25 For what purpose, ‘Volatility’ tool is used? To extract data from RAM 

dumps

To extract data from RAM 

dumps

To capture RAM dump To capture volatile data To extract data from non-

volatile data

26 How is a digital signature created from the digital 

fingerprint (hash) of the information?

The hash is encrypted with 

the private key of the sender. 

Verification is done by the 

receiver of the information by 

decrypting the digital 

fingerprint with the 

corresponding public key.

The hash is encrypted with 

the session key of the sender. 

Verification is done by the 

receiver of the information by 

decrypting the digital 

fingerprint with the same 

session key.

The hash is encrypted with 

the public key of the sender. 

Verification is done by the 

receiver of the information by 

decrypting the digital 

fingerprint with the 

corresponding private key.

The hash is encrypted with 

the public key of the receiver. 

Verification is done by the 

receiver of the information by 

decrypting the digital 

fingerprint with the 

corresponding private key.

The hash is encrypted with 

the private key of the sender. 

Verification is done by the 

receiver of the information by 

decrypting the digital 

fingerprint with the 

corresponding public key.

27 What should NEVER be included in a digital certificate? The private key of the party to 

whom the digital certificate is 

tied.

The digital signature of the 

certificate authority (CA) that 

has issued the digital 

certificate.

The private key of the party to 

whom the digital certificate is 

tied.

The identity of the party that 

owns the digital certificate.

The start and end date of the 

period, in which the digital 

certificate is valid.

28 A governmental organization wants to ensure the integrity 

of information that is communicated between parties. 

What is needed to achieve this?

Both hashing and asymmetric 

encryption

Asymmetric encryption Symmetric encryption Both hashing and symmetric 

encryption

Both hashing and asymmetric 

encryption

29 What is regarded as a form of social engineering? Phishing Cryptoware Denial of Service (DoS) attack Phishing Spam

30 What tool represents a scanning tool? Nessus Nessus John the Ripper Metasploit Ophcrack



Q. No Question Correct Ans Option1 Option2 Option3 Option4

31 The key to Forensic Investigation is 1. Preserver 2. Analyse 

3. Report 4. Collect.  Arrage them in the correct sequence.

4,1,2,3 1,3,4,2 2,3,4,1 4,1,2,3 4,1,3,2

32 ___________ does NOT come under the Cellular phones 

category

Black Berry's CDMA Black Berry's GSM Iden

33 In Cellphone Seizure, phone book cannot 

contain___________

dialled numbers own numbers speed dialling fixed dialling dialled numbers

34 Which of the following is NOT a well known Cell Phone 

Forensics Commercial Tool ?

Helix Helix UFED 4PC XRAY Oxygen Suite

35 ‘Stuxnet’ malware can be categorised as a …. Worm Ransomware Spyware Worm Trojan

36 ‘Duqu’ malware can be categorised as a ….. Trojan Ransomware Spyware Worm Trojan

37 Which of the following data extraction method is used to 

recover the deleted data from SmartPhone?

Physical Manual File system Logical Physical

38 How phone memory of a damaged mobile phone can be 

read?

Chip-off Chip-off Manual Logical Not possible

39 What is the location of folder in the system hard disk 

having Windows Registry Hives?

\Windows\System32\config\ \Windows\System32\config\ \Windows\System32\configur

ation\

\Windows\System\configurati

on\

\Windows\System\config\

40 What is the purpose of CDR analysis tool ? To find the received and 

dialled calls & SMS

To find the received and 

dialled calls & SMS

To find the Whatsapp 

message sender’s location

To find the location of VOIP 

caller

To find the billing details of 

the users usage

41 What is the use of IPDR? To find the IP address of the 

network / site visited

To find the IP address of the 

network / site visited

To find the IP address of the 

mail received

To find the IP address of the 

Whatsapp message received

To find the IP address of the 

VOIP caller

42 What is metadata? Data about data Monitored data Mixed data Data about data Merged data

43 What are the indigents of Cyber Security Triad? Availability, Confidentiality 

and Integrity

Availability, Non-Repudiation 

and Integrity

Non-Repudiation, 

Confidentiality and Integrity

Availability, Confidentiality 

and Integrity

Availability, Non-Repudiation 

and Confidentiality

44 In phishing, the perpetrator convince the recipient To click the given web link in 

the mail of a lookalike website

To check the mail that you 

receive

To share the user credentials To donate for charity To click the given web link in 

the mail of a lookalike website

45 In Vishing, the perpetrator convince the recipient To share personal data like 

DOB, OTP, etc.

To visit and login to a specific 

website

To share the user credentials To share personal data like 

DOB, OTP, etc.

To update the Bank account 

with Aadhaar Number
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46 The length of a MD5 Hash value is 128 bit 56 bit 128 bit 256 bit 512 bit

47 The length of a SHA1 Hash value is 160 bit 128 bit 160 bit 256 bit 512 bit

48 The length of a SHA2 Hash value is 256 bit 56 bit 128 bit 256 bit 512 bit

49 What is correct sequence of Cyber Security process cycle? i. Indentify Risks, ii. Indentify 

Threats, iii. Identify 

vulnerabilities, iv. Minimize 

Risk

i. Indentify Threats, ii. 

Minimize Risk, iii. Indentify 

Risks, iv. Identify 

vulnerabilities

i. Indentify Threats, ii. 

Indentify Risks , iii. Identify 

vulnerabilities, iv. Minimize 

Risk

i. Minimize Risk, ii. Indentify 

Threats, , iii. Identify 

vulnerabilities, iv. Indentify 

Risks

i. Indentify Risks, ii. Indentify 

Threats, iii. Identify 

vulnerabilities, iv. Minimize 

Risk

50 What is the correct sequence of the phase of Penetration 

Testing? 

i. Reconnaissance,  ii. 

Scanning, iii. Gaining Access, 

iv. Maintaining Access, v. 

Covering Tracks

i. Maintaining Access, ii. 

Scanning, iii. Gaining Access, 

iv. Covering Tracks, v. 

Reconnaissance

i. Scanning, ii. Gaining Access, 

iii. Covering Tracks, iv. 

Reconnaissance, v. 

Maintaining Access

i. Maintaining Access, ii. 

Scanning, iii. Reconnaissance, 

iv. Covering Tracks, v. Gaining 

Access

i. Reconnaissance,  ii. 

Scanning, iii. Gaining Access, 

iv. Maintaining Access, v. 

Covering Tracks

51 What is the Internet of Things? A world where interconnected 

internet enabled devices can 

collect and share data without 

human intervention

Refers to devices that connect 

directly to other devices

Opportunities to change the 

way people purchase box

Extract information from data 

and uses it to predict future 

tense and identity behavioural 

patterns

A world where interconnected 

internet enabled devices can 

collect and share data without 

human intervention

52 Who said this “The internet will disappear. There will be so 

many IP address, so many devices, sensors that it will be 

part of your presence all the time. Imagine you walk into a 

room and you are interacting with the things going on in 

there"?

Eric Schmidt Mark Zuckerberg Bill Gates Eric Schmidt Glen Mecaughty

53 What is the size of the IPV6 address? 128 bits 32 bits 64 bits 128 bits 256 bits

54 The huge numbers of devices connected to the internet of 

things have to communicate automatically NOT via 

humans. What is this called?

Machine to Machine (M2M) Bot to Bot (B2B) Machine to Machine (M2M) Intercloud Skynet

55 Which tool should be used to capture credit card numbers, 

e-mail addresses, zip files, URLs, IP addresses, telephone 

numbers, etc. from a digital forensic image?

Bulk_extractor Bulk_extractor DBAN Hiren’s Boot CD Utility Tools Kit ISO

56 We use cryptography to transform message to make them 

secure and immune from …………

Attack Congestion Idle Attack Defend

57 Under which section of IT Act, Central Government may 

notify any Department, Body or Organisation of Central or 

State Government as Examiner of Electronic Evidence in 

official gazette?

Section 79 A Section 79 Section 79 A Section 79 B Section 79 C

58 RSA stands for Rivest, Shamir Adleman Rivest, Shamir Adleman Roger, Shamir, Adrian Robert, Shamir, Anthoney Rivest, Shaw, Adleman

59 Which of the following is a 4 G standard? LTE EDGE GSM LTE GSM4

60 What is found at Cylinder 0, Head 0, and Sector 1 on a 

hard drive?

Master Boot Record Master Boot Record Master File Table Volume Boot Record Volume Boot Sector



Q. No Question Correct Ans Option1 Option2 Option3 Option4

61 What is the area between the end of a file’s logical size 

and the file’s physical size called?

Slack space Unused disk area Unallocated clusters Unallocated sectors Slack space

62 What part of a cloud implementation provides the virtual 

servers with access to resources?

Hypervisor Hypervisor Resource monitor Resource auditor Virtual manager

63 What is the file extension for a VMWare virtual hard 

drive?

.vmdk .vdi .vmdk .vhx .vmi

64 What is the file extension for a Virtual PC virtual hard 

drive?

.vhd .vdi .vmdk .vhd .VMI

65 Which Windows log will tell you if software has been 

uninstalled?

Application Install Application Security User

66 SIM stores the  _____________. Mobile Subscriber Identity Phone serial number Mobile Subscriber Identity Cell network type (ie, 3G/4G) Tower details

67 What does a router use to determine the path to send 

packets on?

MAC address MAC address IP address Protocol used Next available port

68 Which header would have the sender’s port number? TCP TCP IP Ethernet None

69 The ______ is a special database that holds information 

about the computer’s user, installed programs and 

hardware devices.

Windows Registry Dynamic Link Library (DLL) Initialization file Compiled Help Module Windows Registry

70 Unsolicited commercial emails are commonly known as? Spam Junk Hoaxes Spam Hypertext


